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Section 2.3. Notification of Compromised Password.  In the event that a password assigned to a User is compromised or 
disclosed to a person other than the User, the Practice shall upon learning of the compromised password, immediately 
notify the UF Health IT IAM Team (as set forth in Article VI, Section 6.3) so actions can be taken to limit access by that 
password and to issue a new password to the Practice User. Also see notification required under Article IV, Section 4.3. 

Section 2.4. Practice Notification of Termination of Employment and Other Events Ending An Employee•s Need to Access 
the Program.  Practice shall immediately notify the UF Health IT IAM Team (as set forth in Article VI, Section 6.3) in the 
event any Practice User ceases to be employed by or associated with the Practice, experiences a change in job function no 
longer requiring access to the Program, or for any other reason that the Practice choses to no longer provide such person 
access to the Program on its behalf. Unless and until the UF Health IT IAM Team receives such notification, Practice shall 
remain responsible for such User•s actions in accessing the Program and using the information obtained thereunder.   

Section 2.5.  Practice Training Requirement.  Practice shall provide annual training to its Users on issues related to 
information security and patient confidentiality.  Practice shall maintain written records evidencing such annual training 
and provide copies upon request to UF Health.   

ARTICLE III 

Section 3.1. Ownership. No rights to the Program or patient information contained therein are transferred to the Practice 
under this Agreement.  

Section 3.2.  Accessing, Using, and Disclosing PHI. 

a. Practice may only make paper copies of Program medical records which are necessary and essential for the sole
purpose of the Practice•s diagnosis, evaluation and treatment of a current patient.  Such copies shall be
maintained, protected and destroyed in the same manner as the Practice maintains, protects and destroys the
medical records of Practice•s patients.

b. Practice shall not use or disclose any medical records obtained from the Program for any purpose other than the
diagnosis, evaluation, treatment a current patient and except as otherwise permitted in this Agreement and as set
forth in Article IV, Section 4.1 of this Agreement.

c. Practice may not make electronic copies of medical records or other documents contained in the Program.

d. Practice shall not rewrite or otherwise alter, destroy, circumvent or sabotage the Program or the electronic
medical records and documents stored and maintained in the Program.

e. Practice shall not access, use or disclose any information contained in the Program for any purpose with the intent
to negatively impact the competitive advantage of UF Health in the marketplace.

ARTICLE IV 

Section 4.1. Medical Records Confidential. The parties recognize that the medical records maintained in the Program are 
subject to various state and federal privacy laws and regulations including but not limited to HIPAA, the Health Information 
Technology for Economic and Clinical Health Act (HITECH) and that UF Health and Practice are under an obligation to 
maintain the confidentiality of such records. Practice shall not disclose information from such records except to: a) other 
physicians and personnel under the direction of Practice who are participating in the treatment of the respective patients; 
b) entities involved in the payment or collection of fees for medical services rendered by Practice, provided that the patient
in question has consented to such disclosure; c) to other persons or entities as to whom such disclosure is required by law; 
d) upon obtaining the patient•s written consent, in accordance with the requirements of Florida Statutes § 395.3025(7),
Practice may release paper copies of documents obtained from the Program that are maintained with Practice's own 
medical record of the patient.   

Section 4.2.  Indemnification. Practice shall indemnify and defend and hold UF Health harmless from and against all claims, 
demands, suits, judgments, costs and expenses (including reasonable attorney's fees and court 
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For Report of potential privacy breaches/unauthorized use of the Program or information: 
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For Program use authorization and termination; password assignment and revocation: 
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Section 6.4.  Termination.  All privacy and confidentiality obligations established under this Agreement shall survive 
termination of this Agreement or access permitted under it. 

Section 6.5. Entire Agreement, Governing Law, Jurisdiction, and Venue. This Agreement constitutes the complete 
understanding among the parties and incorporates all prior understandings among the parties on the subject of access to 
the Program. There are no promises or agreements, either oral or written, among the parties on this subject other than as 
set forth herein. No modification of this Agreement shall be binding unless the same is in writing and signed by the 
respective parties hereto. This Agreement shall be governed by and construed in accordance with the laws of the State of 
Florida, without regard to conflict of law principles.  Each party consents to submit to the exclusive jurisdiction and venue of 
the federal and state courts within the State of Florida and each party hereby consents to personal jurisdiction in such 
forum, for any action, suits or proceedings arising out of or relating to this Agreement. 
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