
 

 

Sending Secure Email 

To send an encrypted email securely to any entity outside of the UFHJ network: 

1. hǇŜƴ hǳǘƭƻƻƪ ŀƴŘ ŎƘƻƻǎŜ άbŜǿ 9ƳŀƛƭέΦ 

2. Fill out the appropriate destination address, subject & message (also add any desired 

attachments). 

3. ²ƘŜƴ ȅƻǳ ŀǊŜ ǊŜŀŘȅ ǘƻ ǎŜƴŘ ǘƘŜ ŜƳŀƛƭ ŎƭƛŎƪ ƻƴ ǘƘŜ ά9ƴŎǊȅǇǘ ϧ {ŜƴŘέ ōǳǘǘƻƴΥ 

 

Receiving Secure Email 

Users who receive a secure email will go through a process similar to the following: 

1. A secure email sent from the UFHJ network arrives in the recipients Inbox as follows: 

 
 

2. ¢ƘŜ ŜƳŀƛƭ Ŏƻƴǘŀƛƴǎ ŀƴ ŜƴŎǊȅǇǘŜŘ ŀǘǘŀŎƘƳŜƴǘ ƭŀōŜƭƭŜŘ ά{ŜŎǳǊŜaŜǎǎŀƎŜΦƘǘƳƭέΦ ¢ƘŜ ǳǎŜǊ ǿƛƭƭ ƴŜŜŘ 

to open this attachment (Gmail users will need to download the attachment first and then 

open). The opened attachment will look similar to the following:

 



 

3. First time users will be prompted to register their email address with the service and verify their 

address before proceeding (this is a one-time operation). After they have completed 

registration, ǘƘŜȅ ǿƛƭƭ ōŜ ŀōƭŜ ǘƻ ƻǇŜƴ ǘƘŜ ά{ŜŎǳǊŜaŜǎǎŀƎŜΦƘǘƳƭέ ŀǘǘŀŎƘƳŜƴǘΣ ǎǳōƳƛǘ ǘƘŜƛǊ 

credentials and view the secure email. 

4. Once authenticated, the user will have the following options from the secure message portal: 

 
5. Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ǘƘŜ άwŜǇƭȅέΣ άwŜǇƭȅ !ƭƭέ ϧ άCƻǊǿŀǊŘέ ōǳǘǘƻƴǎ ǎŜŎǳǊŜƭȅ ǘǊŀƴǎŦŜǊ ǘƘŜ ƳŜǎǎŀƎŜ 

from the portal. Email replies are securely delivered back to jax.ufl.edu and you will not need to 

register to view these replies. Any address sent outside of jax.ufl.edu that is used via tƘŜ άwŜǇƭȅ !ƭƭέ 

ƻǊ άCƻǊǿŀǊŘέ ŦǳƴŎǘƛƻƴǎ ǿƛƭƭ ǊŜǎǳƭǘ ƛƴ ǘƘŀǘ ǊŜŎƛǇƛŜƴǘ ƴŜŜŘƛƴƎ ǘƻ ǊŜƎƛǎǘŜǊ ǿƛǘƘ ǘƘŜ ǎŜŎǳǊŜ ŜƳŀƛƭ ǇƻǊǘŀƭ 

to view the email.  

 

 

 

Password Management 

1. In the event a registered recipient forgets their password, they can open one of the 

ά{ŜŎǳǊŜaŜǎǎŀƎŜΦƘǘƳƭέ ŀǘǘŀŎƘƳŜƴǘǎ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ άCƻǊƎƻǘǘŜƴ tŀǎǎǿƻǊŘέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ǘŀƪŜ 

them to a screen where they can change their password and re-verify their email account. 

2. If a registered recipient changes their password and wishes to view a previously received secure 

email, they will not be able to open the email unless they use their old password (this is because 

it was encrypted using the users previous password)Φ ¢ƻ ǳǇŘŀǘŜ ǘƘŜ ƳŜǎǎŀƎŜ ǿƛǘƘ ǘƘŜ ǳǎŜǊǎΩ 

ƴŜǿ ǇŀǎǎǿƻǊŘ ǘƘŜ ǳǎŜǊ ǿƛƭƭ ƴŜŜŘ ǘƻ ƻǇŜƴ ǘƘŜ ά{ŜŎǳǊŜaŜǎǎŀƎŜΦƘǘƳƭέ ŀǘǘŀŎƘƳŜƴǘ ŀƴŘ ŎƭƛŎƪ ƻƴ 

ǘƘŜ άwŜŎƻǾŜǊ aŜǎǎŀƎŜέ ōǳǘǘƻƴΦ ¢Ƙƛǎ ǿƛƭƭ ǊŜǉǳŜǎǘ ŀ ŎƻǇȅ ƻŦ ǘƘŜ ǎŀƳŜ ŜƳŀƛƭΣ ōǳǘ ŜƴŎǊȅǇǘŜŘ ǿƛǘƘ 

the new password.  

 



http://www.pbezhelp.com/us/push/6.1/en/push.htm
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